CHAPTER 5

Using CGI-LIB.PL

OVERVIEW

There are certain tasks that every CGI program must be capable of doing in
order to perform Common Gateway Interface (CGI) functions. For exam-
ple, form variables need to be read into the program, and specially format-
ted information must be communicated back to the server. Although there
are several good libraries of CGl-related routines, all the scripts in this book
use CGI-LIB.PL: It is small, efficient, Perl 4—compatible, and well supported
throughout the CGI and Perl programming community.

CGI-LIB.PL was written by Steven Brenner and is the de facto stan-
dard library of CGI programming routines for Perl 4 and above. The
library is short and simple, and it does 99 percent of what a CGI pro-
grammer needs to accomplish with regard to the Common Gateway
Interface specification. An examination of this well-written library reveals
many interesting Perl techniques.
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The main thing that CGI-LIB.PL does is to read all the form variable
input into an associative array for picking out the values. It also has the capa-
bility of printing standard HTML headers and footers along with the magic
“Content-type: text/htmNn\n” header. This header is absolutely necessary and
printing it is generally the first thing every CGI programmer does in a script.
CGI-LIB also has small routines to do general housekeeping, such as printing
error messages as HTML output, printing associative arrays, and returning
URL:s and certain environmental variables related to CGI. Advanced features,
such as the ability to support file uploads, have recently been added.

INSTALLATION AND USAGE

As with most of the libraries in this section, CGGI-LIB.PL is easy to install.
Merely insert a line to requi re cgi-lib.pl, such as the following:

require "cgi-lib.pl";

Reading and Parsing Form Variables

The &ReadPar se function is used to read the form variables whether the
form was called via a GET or by a PGST method. If &ReadPar se is called without
a parameter, by default the form variables are read into an associative array
called %n. You can use your own associative array if you pass it by reference
to &ReadPar se. For example, if you wanted to read the form variables into an
associative array called % or m dat a, you would use this convention:

&ReadPar se(*form dat a) ;

Normally, when a variable is passed to a subroutine in Perl, only a
| Z copy of its value is passed. By replacing the $, @, or % symbol with

a * in front of normal scalar, array, and associative array variables
respectively, you are telling it to copy the location in memory where
the variable value exists. This way, when the variable is changed in
the subroutine, that change is simultaneously done to the originally

passed variable instead of a mere copy of the value of the variable.
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While many CGl scripts use the default % n associative array to rep-
resent data, it is also common to see CGIl programmers using a dif-
ferent associative array name. For example, many of the scripts dis-
cussed in this book use % orm data to hold form variable informa-
tion. Both have their advantages. % n is a concise way of saying
“input form variables” and is really quick to type. However,

NOTE

9% or m dat a is more readable to some CGI authors especially when
the script uses several associative arrays.

Uploading Files Using HTML

CGI-LIB.PL allows you to upload files using a new HTML input tag that
specifies a filename to upload. Triggering the Web browser to upload a file
takes several steps. First, the FORM METHCD must be PCST. Second, a part in the
FCRM tag must say ENCTYPE=mul ti part/formdata. With this encoding type,
whole files that are sent by the browser are broken apart using boundary
information sent by the browser. Normally, by default, the encoding type is
appl i cati on/ x- waw f or m ur | encoded, which means that the form variables are
posted in roughly the same way as they would have been had they been part
of the command line using the GT method. This common form of encoding
is discussed in more detail in Chapter 2 where we discuss how to fool the
CGI program into thinking that information has been posted to it. In addi-
tion, the new | NPUT tag lets you specify TYPE=FI LE to associate a filename with
a particular I NPUT FCRMvariable. When the file gets uploaded, CGI-LIB.PL
has the capability of parsing the information automatically and downloading
it. The following sample HTML code would let you perform a file upload:

<HTM_L><HEAD>

<TI TLE>Fi | e Upl oad</ Tl TLE>

</ HEAD>

<BCDY>

<FCRM METHCD=PCST ENCTYPE=nul ti part/formdata ACTI ON="upl oad. cgi ">
<P>

<I NPUT TYPE=FI LE NAVE="upl oad_fi | e"><P>

<INPUT TYPEESUBM T VALUE="Do The Wpl oad">

</ FCRW»>

</ BODY></ HTM_>
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In addition to all the changes in the HTML form, you must make changes in
the CGI program. Certain CGI-LIB.PL variables must be changed to allow
the files to be uploaded. The following code snippet from CGI-LIB.PL lists
the relevant variables that need to be changed:

$cgi _|ib' naxdata = 131072;
# maxi nrum bytes to accept via PCST - 2717
$cgi _lib witefiles = 0;

# directory to which to wite files, or
# 0 if files should not be witten
$cgi _lib' filepre ="cgi-lib";
# Prefix of file nanes, in directory above

Many variables in CGI-LIB.PL are prefixed with "cgi_lib" and an apos-
| Z trophe. This tells Perl to distinguish these variables in their own pack-

age. Basically, the variables become global to the CGI-LIB.PL script,
but are not seen or changed in the main CGl script unless you explicitly
reference them with the "cgi_lib" prefix. Because of this prefix, the like-
lihood that these variables will be mistakenly defined in another part of
the CGl script, thus causing a naming conflict, becomes almost null.

$cgi _| i b' maxdata should be set greater than 131072 bytes if you expect
larger files to be uploaded. $cgi _Iib'witefiles needs to be set to a subdi-
rectory on your server where you can create and write to files. $cgi _lib' -
filepre should be set to a standard prefix to append to filenames that get
written in the CGI write files directory. The defaultis cgi-1i b.

It should be noted that CGI-LIB creates a temporary name for each
file upload instead of using the name specified by the user. One reason is
that a filename from one operating system may not be compatible with
your server’s file system naming conventions. More important, there is a
possibility that someone could maliciously overwrite an important file if
he or she had full control over the naming space.
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CGI-LIB.PL creates a temporary name for each file upload instead of
using the name specified by the user. There are several reasons CGI-
LIB.PL uses a different, computer-generated name. First, the filename
from one operating system may not be compatible with the way file-
names are stored on your Web server. Secondly, there is a possibility

NOTE

that someone could maliciously overwrite a file that was important to you
on your Web server if the user was allowed to truly specify the filename.

The chapter in this book regarding the Web Message Board System
(BBS) provides a full example of using the file upload parameters. The
BBS allows users to upload files as virtual "attachments" to their posted
messages on the system.

you are using an operating system other than UNIX, the Perl you are
using may require you to use the command "binmode(STDIN);" before

. you call the ReadParse function to download the file and other form
information. The reason for this is that some operating systems do
"ascii" conversions when files are read in by default. For example, one
dialect of Windows NT Perl actually takes the "\\n" combinations that
delimit a boundary and translates them to "\n". Unfortunately, this real-
ly messes up the CGI-LIB.PL parsing routine since it is explicitly look-
ing for "\\n" combinations. Setting the STDIN file handle to binary
mode using Perl's binmode command solves this problem.

Printing HTML Information

&rint Header returns the standard “Content-type: text/html\n\n” header
that every CGI program needs to print in order for the browser to recog-
nize the type of information that is being printed. &+ m Top prints the
HTML head of a document and uses a passed parameter to determine
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how the <TITLE> and <H1> tags should be printed. &t ni Bot prints the
HTML footer of a document. Both routines save time by printing standard
HTML codes that normally are time-consuming to write over and over
again for each document. Here is a sample usage of these three functions:

print &PrintHeader;
print &t m Top("The title of ny page";
print &t n Bot;

The above code, would result in the CGI program presenting the follow-
ing output to the Web server. Note that by the time the Web browser dis-
plays this information, the Content-type: text/htm\n\n message is
stripped off so that the user only sees straight HTML code.

Content -type: text/htn

<HTM.>

<HEAD>

<TITLE>The title of ny page</ Tl TLE>
</ HEAD>

<BCDY>

<H1>The title of ny page</HL>

</ BADY>

</ HTM>

Splitting Multiple-Valued Form Variables

If your form variable contains multiple values, an associative array will
not help you, because only one value can be stored in an associative array
for each key. Brenner gets around this problem by storing all the values
for a key in one associative array entry, but he separates them with the \0
character. Passing the value that you believe to contain multiple values to
the &SplitParamroutine splits the multiple-valued key and returns an
array list of all the values. The following example would split the string
“test\Otest1\Otest2” into an array list of “test,” “testl,” and “test2.”

@plit_values = &SplitParan("test\Otest1\Otest2");
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Testing Which Form Method Was Used

&\vet hGet and &MWet hPost allow you to test which method was used when
your CGI program was called. They return a true value if a particular
method was used. If the following snippet of CGI code were called using
the POST method, it would print “hello.”

if (&wethPost) {
print "Hello\n";
} # End of if &MethPost

Retrieving the Current URL

&WBaseURL and &WFul | URL return the URL of the current script.
&WFul | URL returns the complete URL, including form variables used in
the GET method. &BaseURL returns just enough of the URL to include
the basic script name. For example, if our script were called as
http://nyconpany. con test. cgi ?l ast _nane=sni th, then the script shown
next would return the following pieces of information: http://nyconpa-
ny. conitest.cgi and http://nyconpany. conitest.cgi ?l ast_name=smth.

print &WBaseUR;
print &WFul | UR;

Printing CGI Errors

&Cgi Error and &Qgi Di e accept an error message as a parameter, convert
the error message to HTML, and print it so that users can see the error
on a Web browser. &yi D e behaves exactly like &gi Error except that it
exits the program with the D E command.

Most Perl programs use the plain D E command in case of a system fail-
ure. Using &i O e is much better in the case of CGI programs, because the
D E message frequently never gets sent to the browser, making problems
difficult to troubleshoot. The following code gives an example of how you
would use &i O e to trap an error if a file does not open correctly.
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open( TESTFI LE, "<test.file") ||
&giDe("The File: test.file could not be opened.");

For the code above, you could also have used Qji Err or to report the prob-
Q lem. However, opening a file is usually a crucial step in a program so you

want the script to end cleanly instead of attempting to go on when the file

could not be opened. | almost never use Qi Error . | use Qgi D e instead.

NOTE

Printing Associative Arrays

Brenner includes a convenient routine to print the contents of an asso-
ciative array. &rintVariabl es accepts an associative array as input, goes
through the keys one by one, and returns the value as HTML code for
printing. The &Print Env subroutine calls the &Print Vari abl es subroutine
to print the list of all the current environmental variables. In this exam-
ple, &rint Vari abl es prints the % n associative array:

print &PrintVariabl es(*in);

DESIGN DISCUSSION

Brenner uses a variety of interesting Perl techniques to make his library
small and efficient. Going through the inner workings of his routines
goes a long way toward demonstrating how CGI and Perl work together.

We will review CGI-LIB.PL version 2.8, which is the latest version of
CGI-LIB as of this writing. (Version 2.8 adds support for file uploads,
increasing the size of the library. If you are not using file uploads in your
CGI programs, you may want to use an older, more streamlined version
of CGI-LIB.) For the purpose of being complete, we include Brenner’s
comments. Although the comments are very good, we have expanded on
them. We rely so much on the library for our scripts that to customize
them “like a pro,” it helps to understand how CGI-LIB is doing its magic.
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Main Script

The following piece of code descriptively sets the $cgi _| i b' versi on vari-
able to $Revision: 2.8 $ for the purposes of reading the code. However,
adding the =~ s/[~.\d]//g tells Perl to strip out the non-numeric infor-
mation. Thus, $cgi _| i b' versi on is actually equal to 2. 8. This allows a pro-
grammer to check for version information after requiring cgi-lib.pl. For
example, if we knew we were enabling file upload, we might check to see
that the version number was 2.8 or greater. Because all the CGI-LIB vari-
ables tend to be prefixed with cgi-1ib, we will refer to the variables with-
out the prefix.

($cgi _lib' version = '$Revision: 2.8 $') =~ s/[*.\d]//g;

$naxdata, $witefiles, and $filepre all affect file uploading in different
ways. $naxdat a is set to the maximum number of bytes that the CGI pro-
gram will accept for a file upload. Note that this value is the total value
that will be accepted for the entire PGST process. If you are uploading
multiple files, this value would have to be as large as all the files com-
bined plus some minimal header information being sent by the browser.
$witefiles should be set to a directory that you wish the uploaded files
to go to. $fil epre should be set to a file prefix to add to the program.

$buf si ze is the maximum amount of data to handle in one pass. The
ReadPar se subroutine, discussed next, processes values in chunks of size
$buf si ze. Processing too large a string at one time can cause problems,
especially if there is an error somewhere further down the stream of
characters that are being interpreted. When you’re processing MULTI PART
data, each part is separated by an arbitrary boundary. The $naxbound vari-
able is set to 100, which means that the divider can be only 100 charac-
ters long. $headerout is used by the Qgi Error reporting routines to see
whether we have already output a “Content-type: text/htmIn\n” header.
Whenever the header is printed, $headerout is incremented by 1. Then
the header will not print if the Ggi Error is called more than once to
report a problem in the program.

65



66

Chapter 5: Using CGI-LIB.PL

# Parameters affecting cgi-lib behavior
# User-configurabl e paraneters affecting file upl oad.

$cgi _li b' naxdat a = 131072;
# maxi mum bytes to accept via POST - 2717
$cgi _lib witefiles = 0;

# directory to which to wite files, or
# 0 if files should not be witten
$cgi _lib filepre = "cgi-lib";
# Prefix of file names, in directory above

# Do not change the follow ng paraneters unless you have speci al
# reasons

$cgi _|ib' bufsize = 8192;

# default buffer size when reading nmultipart

$cgi _l i b' maxbound =  100;
# maxi num boundary | ength to be encountered
$cgi _|ib' headerout = 0;

# indi cates whet her the header has been printed

The about variables are used primarily in the ReadParse subroutine
discussed below. Understanding how these variables can be config-
ured is the first step to understanding how ReadParse works.

NOTE

ReadParse Subroutine

The following author’s comment block explains how the ReadParse sub-
routine works. ReadPar se is the heart of CGI-LIB. It takes all the form vari-
ables and reads them into an associative array. In addition, ReadPar se
processes file uploads. We will go over this routine in more detail below.

ReadPar se

Reads in CGET or PCST data, converts it to
unescaped text, and puts key/value pairs in %n,
using "\0" to separate multiple selections
Returns >0 if there was input,

0 if there was no input

undef indicates some failure.

HHHHHHH

Now that cgi scripts can be put
inthe normal file space, it is
useful to conbine both the form

H* H H
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# and the script in one place. If no
# parameters are given (i.e., ReadParse
# returns FALSE), then a formcould be
# out put .

# |If areference to a hash is given,

# then the data will be stored in that
# hash, but the data from$in and @n
# will become inaccessible.

# |If a variable-glob (e.g., *cgi _input)
#is the first paraneter to

# ReadPar se,

# information is stored there,

# rather than in $in, @n, and %n.

# Second, third, and fourth

# paraneters fill associative arrays

# anal ogous to %n with data relevant to file upl oads.

If no method is given, the script

will process both command-|ine argunents

of the form name=val ue and any text that is in
$ENV{' QUERY_STRI NG }

This is intended to ai d debuggi ng

and nay be changed in future rel eases

HHHHHH

By default, the ReadParse function generates four associative arrays. The
first array, %n, contains a list of the form variables as keys in the associa-
tive array and their values. If another associative array is passed by refer-
ence, ReadPar se will use this new array to store the form values. For exam-
ple, many scripts in this book use %form_data instead of the defaul t %in
to store HTML form input.

The three other associative arrays that ReadParse uses as parameters
have been added to deal with file upload. % ncfn associates the client’s
filename with the form variable name. This value may not be provided by
the browser. %nct is the content type of the file associated with the form
variable name. This value also may not always be provided by the Web
browser when uploading a file. It is important to note that because we
are not guaranteed to get a filename from the browser, we must generate
our own filename. This server-generated filename is stored in the %nsfn
associative array. Normal POST and GET mothods using the URL-encoding
mechanism only assign form variables using the % in associate array.
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sub ReadParse {
local (*in) =shift if @; # C3d input
I ocal (*incfn,
# dient's filename (nmay not be provided)

*inct,
# dient's content-type (nmay not be provided)
*insfn) = @;

# Server's filename (for spooled files)
local ($len, $type, $nmeth, $errflag, Scndflag, $perlwarn);

Perl warnings are disabled in various places throughout the code, because
environment variables are checked throughout the code. If we are using
the Perl -w (warn) flag to execute the program at the command line, the
environment variables will typically not be set to the values they would have
when the program is run from the Web server. $'Wis a special Perl variable
that indicates the current warning level checker. $'Wis set to 0 to clear it.
The $per | var n variable is used as a placeholder to set it back to $'W

# Disabl e warnings as this code

# deliberately uses | ocal and environment
# variabl es which are preset to

# undef (i.e., not explicitly initialized)
$perlwarn = $"W

W= 0;

The following code takes some of the environment variables that we will
be looking at and converts them to regular Perl variables:

# Get several useful env variabl es

$type = $ENV{' OONTENT_TYPE };
$len = $ENV{' CONTENT_LENGTH };
$meth = $ENV{' REQUEST METHD }:

If we exceed the maximum amount of data that we are allowed to
receive, then CGI-LIB will exit with an error printed to the Web browser
as HTML code as well as to the STDERR error log.

if ($len > $cgi _|ib' naxdata) { #
&giD e("cgi-lib.pl: Request to receive too nuch data: $len bytes\n");
}
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If the method is GET, we know that the form variables are encoded as type
appl i cati on/ x-ww f or m ur | encoded. Basically, this format is the same form
that you see when you are calling a CGI script with variables on the URL
line. For example, setting the form variable test equal to test 1 and
testagai n to test 2 would be encoded as t est =t est +1&t est agai n=t est +2. If
the method is PCST, we do not necessarily know whether the PCsTed data
will be in the urlencoded format or the multipart/form-data format, so
the last part of the following if statement checks whether the content
type is equal to appl i cat i on/ x- ww f or m ur | encoded.

if (!defined $meth || $rmeth eq '' || $rmeth eq ' CGET ||
$type eq 'application/x-wwwformurl encoded' ) {
| ocal ($key, $val, $i);

Because the content is in the url encoded format, we read the form vari-
ables in the url encoded format. If there is a QUERY_STR NG environmental
variable but no GET method, we can assume that the extra information in
the URL is part of command-line parameters to the CGI program. Thus,
$cmf | ag is set to 1.

If the method is G2T, the QUERY_STR NGvalue is assumed to be the form
variables themselves. If the method is POST, then STDI N is read into $i n for
the length of the CONTENT_LENGTH environmental variable. If none of these
conditions is satisfied, CGI-LIB dies with an error.

# Read in text
if (!defined $neth || $meth eq ') {
$in = $ENV{' QEERY_STRI NG };
$cmiflag = 1; # al so use command-|ine options
} elsif($meth eq ' GET || $nmeth eq ' HEAD ) {
$in = SENV{' QERY_STRI NG };
} elsif ($meth eq ' PCBT) {
$errflag = (read(STDIN, $in, $len) != $len);
} else {
& gi D e("cgi-lib.pl: Unknown request method: $meth\n");

The following code splits the form variables in the urlencoded format by
separating the fields on the basis of an &or ; character:
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@n =split(/[&]/,$in);
push(@n, @RGY) if $cndfl ag;

# add command-|ine paraneters

Certain characters cannot be represented directly in the urlencoded for-
mat. Spaces are represented as either %0 or + symbols. The following
routine first takes the +s and converts them to spaces. Then it splits the
key and value pairs on the basis of the = character. The last parameter of
the split statement ends the split after there are two distinct values. After
all, it is possible that the value of a variable contains an = character.

foreach $i (0 .. $#in) {
# Convert plus to space
$in[$i] =~ s/\+ /g;

# Split into key and val ue.
($key, $val) = split(/=/,$in[S$i],2);
# splits on the first =

The following code takes the %X hexadecimal codes and converts them to
ASCII. The regular expression %[ A Fa-f0-9]{2}) matches on anything
that starts with %and is followed by a hexadecimal digit (0 through F).
The {2} in the expression tells the expression to search for only two hexa-
decimal digits. The parentheses surrounding the hex digits make it so
that the variable $1 in Perl will be automatically set equal to the found dig-
its. The second part of the substitute expression takes the $1 variable and
converts it to an ASCII character using the pack("c", hex($1)) command.

# Convert 9%<X from hex nunbers to al phanuneric
Skey =~ s/ %[ A-Fa-f0-9]{2})/ pack("c", hex($1))/ge;
$val =~ s/ %[ A Fa-f0-9]{2})/pack("c", hex($1))/ge;

Finally, if there is more than one value for the key, then the values
become separated by the \0 character. Then the key is set equal to the
whole value in the associative array.

# Associ ate key and val ue
$i n{$key} .= "\0" if (defined($in{S$key}));
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#\0 is the miltiple separator
$i n{$key} .= $val;
}

The following routine processes multipart/form-data if the encoding
type was sent that way. Parsing multipart/form-data is much more com-
plicated than parsing application/x-www-urlencoded data, because it
involves parsing the input buffer for special boundary markers. When
the encoding type is multipart, a boundary is specified that separates
each part of the form input. An arbitrary boundary marker is selected
and used throughout the document. The boundary variable is preceded
by two dashes (-) before each boundary specifier. The final boundary
marker is also followed by two dashes. Thus, if the boundary marker is
TEST, then the following is an example of boundary code:

--TEST

(Some For m Dat a)

--TEST

(More Data)

--TEST

(The Il ast piece of data)
--TEST- -

The following routines also check to see whether the data being sent is a
filename for uploading. If it is, then the file is parsed as multipart data
and written to disk.

} elsif ($EN' GONTENT_TYPE } =~ nm#“mul ti part/formdata#) {
# for efficiency, conpile
# mul tipart code only if needed
$errflag = !(eval << BEND MLLTIPART );

local ($buf, $boundary, $head, @eads, $cd, $ct, $fnane, $ctype, $blen);
local ($bpos, $lpos, $left, $am, $fn, $ser);
|l ocal ($bufsize, $naxbound, $witefiles) =

($cgi _lib' bufsize, $cgi_lib' naxbound, $cgi _lib' witefiles);

# The follow ng lines exist solely
# to elininate spurious warni ng nessages
$buf ="' ;
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The following piece of code parses the multipart header to find out what
the boundary is. The boundary is designated with a boundar y=[ boundary]

message, where [boundary] is an arbitrary choice of the Web browser. If
the boundary does not exist, the program dies.

($boundary) = $type =~ /boundary="([""]1+)"/; #";
# find boundary
($boundary) = $type =~ /boundary=(\S+)/
unl ess $boundary;
&Cgi D e ("Boundary not provided") unless $boundary;
$boundary = "--" . $boundary;
$bl en = I ength ($boundary);

The request method must be PCST in order for multipart data to be read.

if ($ENV{' REQUEST_METHCD } ne 'PCBT') {
& giD e("Invalid request nethod for nmultipart/formdata:
$met h\n");
}

$writefiles must be set to something for there to be a valid directory to
write files to. If a valid directory exists, it is checked to see whether it is a
directory, is readable, and is writable. If all these conditions are true,
$witefiles prefixes the witefiles area with the filename prefix for the
files that will be written to the Web server if any files are being uploaded.

if ($witefiles) {
| ocal ($re) ;
stat ($witefiles);
$Switefiles = "/tnp"
unless -d _&& -r _ && -w _;
# (Se) = $0 =~ n#([™N]*) $#,
$witefiles .= "/$cgi_lib filepre";

The following huge block of code parses out the boundaries and the
form variables in the boundary. For our purposes, this code will be called
only if we are processing a form that uses the new file upload function. If
there are form variables between the boundaries, the form variables get
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processed as usual. If there is a file, then the file gets processed block by
block; the default size of each block is 8192 bytes. Most of the code is
meant for processing out the filename as well as creating the new server
filename in the $witefiles directory.

# read in the data and split into parts:

# put headers in @n and data in %n

# General al gorithm

There are two dividers:

the border and the '\r\n\r\n'

bet ween header and body.

Iterate between searching for these

Retain a buffer of size(bufsize+maxbound);
the latter part is to ensure that dividers
don't get lost by w apping between two bufs
Look for a divider in the current batch.

If not found, then save all of bufsize, nove
the maxbound extra buffer to the front of

the buffer, and read in a new bufsize bytes.
If a divider is found, save everything up to
the divider. Then enpty the buffer of
everything up to the end of the divider.
Refill buffer to bufsize+maxbound

Note slightly odd organization. Code before
BCDY: really goes with code fol | owi ng HEAD ,
but is put first to 'pre-fill' buffers. BCDY:
is placed before HEAD. because we first need to
di scard any 'preface,' which woul d be anal ogous
to a body w thout a precedi ng head.

HHHFHFHFHHFHFHHFFHHFHFEHHFEHR

$left = $len;
PART:
# find each part of the nulti-part while reading data
while (1) {
last PART if S$errflag;

$ant = ($left > $buf si ze+$naxbound- | engt h( $buf )
?  S$buf si ze+$maxbound- | engt h($buf): $left);
$errflag = (read(STD N, $buf, $ant, |ength($buf)) !'= $ant);

$left -= $am;
$i n{$nanme} .= "\0" if defined $i n{$nane};
$in{$narme} .= $fnif $fn;
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$name=~/ ([-\wW +)/;
# This allows $insfn{$nane} to be untainted
if (defined $1) {
$insfn{$1} .= "\0" if defined $insfn{$1};
$insfn{$1} .= $fnif $fn;
}

BCDY:
whi l e (($bpos = index($buf, $boundary)) == -1) {
if ($name) {
#if no $nane, then it's the prol ogue -- discard
if ($fn) { print FILE substr($buf, 0, $bufsize); }
el se { $in{$narme} .= substr($buf, 0, $bufsize); }

}

$buf = substr($buf, $bufsize);

$ant = ($left > Shufsize ? $bufsize : $left);
#$nmaxbound==I engt h( $buf ) ;

$errflag = (read(STDIN, $buf, $am, $maxbound) !'= $ant);

$left -= $am;

}
if (defined $nane) {
#if no $nane, then it's the prol ogue -- discard
if ($fn) { print FILE substr($buf, 0, $bpos-2); }
el se { $in {$name} .= substr($buf, 0, $bpos-2); }
# kill last \r\n
}
close (FILE);
| ast PART
i f substr($buf, $bpos + $bl en, 4) eq "--\r\n";
substr($buf 0, $bpos+$bl ent+2) =
$amt = ($left > $buf si ze+$maxbound- Iengt h( $buf)
? $buf si ze+$naxbound- | engt h($buf) : $left);
Serrflag = (read(STDIN $buf, $ant, Iength($buf)) I= $ant);
$left -= $am;

undef $head; undef $fn;
HEAD:
while (($l pos = index($buf, "\r\n\r\n")) == -1) {
$head . = substr(S$buf, 0, $bufsize);
$buf subst r ($buf, $bufsi ze);
$ant (Bl eft > $bufsize ? $bufsize : $left);
#$maxbound==| engt h( $buf ) ;
$errflag = (read(STDIN, $buf, $ant, $maxbound) != $ant);
$left -= $ant;

}

$head .= substr($buf, 0, $lpos+2);
push (@n, $head);

@eads = split("\r\n", $head);

74



Chapter 5: Using CGI-LIB.PL

($cd)
($ct)

grep (/™M s*Content-D sposition:/i, @eads);
grep (/™M s*Content-Type:/i, @eads);

($nanme) = $cd =~ /\bname="(["*"]+H)"/i; #";
($nanme) = $cd =~ /\bname=(["\s:;]+)/i unless defined $nane;

($fnane) = $cd =~ /\bfilename="([""]*)"/i; #";
# filenane can be null-str
($fname) = $cd =~ /\bfilename=(["\s:;]+)/i unless defined
$f nane;
$i ncf n{ $nane} .= (defined $i n{$name} ? "\0" : "") . $fnane;

($ctype) = $ct =~ /Ms*Content-type:\s*"([M]+H)"/i; #";

($ctype) = $ct =~ /M s*Content-Type:\s*([Ms:;]+)/i unless
defi ned $ctype;

$i nct {$nane} .= (defined $in{$nane} ? "\0" : "") . Sctype;

if ($witefiles & defined $fnane) {
$ser ++;
$fn = $witefiles . ".$$. $ser”;
open (FILE, ">$fn") || & giD e("Coul dn't open $fn\n");

}

substr($buf, 0, $lpos+4) ="'";
undef $f nane;

undef $ct ype;

1
END MULTI PART

If none of the preceding conditions was satisfied, then the program dies
because there was a problem with figuring out the context in which this
CGI program was called.

&giDe($@ if S$errflag;
} else {
&Cgi D e("cgi-lib.pl: Unknown Content-type:
SENV{' CONTENT_TYPE }\n");
}

If everything was successful the lilbrary code ends up at the end of the
ReadPar se routine. As part of the cleanup, the Perl $*Wwarn variable is set
to whatever value it was when this routine was entered. Finally, if every-
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thing went OK, the number of elements in the @n array is returned. If
everything was not OK, undef is returned.

$ W= S$perl warn;

return ($errflag ? undef : scalar(@n));

}

PrintHeader Subroutine

The following code block is a simple routine that prints the “Content-
type: text/htmN\n\n” header that all CGI programs must output before
they start printing HTML code.

# Print Header
# Returns the magic line which tells WW
# that we're an HTM. docunent

sub PrintHeader {
return "Content-type: text/htm\n\n";

}

HtmlTop Subroutine

The H i Top subroutine is useful for quickly generating an HTML header
and returning it in a scalar string variable for printing. The routine
expects a string to be passed to it in order to generate the <TI TLE> tags
for the HTML header as well as the <HL> tags for the header. We typically
do not use this routine—our <H1> tags tend to be different from our
<TITLE> tags—but it is helpful for quickly generating an HTML header
when we’re testing and creating the CGI script initially. Note that the
Perl HERE document method is used to block the HTML text between the
END_CF_TEXT tags in the following code:

# H n Top
# Returns the <head> of a docunent
# and the begi nning of the body
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#with the title and a body <hl>
# header as specified by the parareter

sub H mM Top

local ($title) = @;

return <<eEND CF_TEXT;
<htm >
<head>
<title>$title</title>
</ head>
<body>
<h1>$titl e</ hl>
END CF TEXT
}

HtmIiBot subroutine

Chapter 5: Using CGI-LIB.PL

Hm Bot returns the footer of the HTML document, which typically con-
tains the closure for the <BODY> tag and the <HTM.> tags.

# H n Bot
# Returns the </body>, </htm > codes
# for the bottomof every HTM. page

sub H n Bot
{

return "</ body>\n</htnm >\ n";
}

SplitParam Subroutine

Some form variables can have multiple values returned for the same key
name. When there are multiple values for a single key in the associative
array returned by ReadPar se, the values are separated by the \0 character.

The Spl it Paramfunction takes the value and splits it, using the \0 charac-
ter, into an array of all the values. This array is then returned as the value
of the function. The wantarray function in Perl lets the function return

an array if the function is called in the context of returning an array, or
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return just the first element of the array if the function is called in the
context of returning a scalar. For example, $test = &SplitParan($test -
val ues) would return the first element in $test2, and @Qest =
&Spl i t Par an( $t est val ues) would return the whole array of values.

# SplitParam
# Splits a nulti-val ued paraneter
#into a list of the constituent paraneters

sub SplitParam

local ($param) = @;
local (@arans) = split ("\0", $paran);
return (wantarray ? @arans : $parans[0]);

}

MethGet and MethPost Subroutines

The MethGet and MethPost subroutines return True or Fal se depending on
whether the CGI method currently being called by the browser is GET or
PCST. If the environment variable REQUEST METHD is GET, Met hGet returns Tr ue
and Met hPost returns Fal se. If the environment variable REQUEST METHD is
POST, Met hPost returns True and Met hGet returns Fal se. The environment
variable is first checked to see whether it is defined. Because the & (AND)
operator is used, if the defined function returns Fal se, the rest of the state-
ment after the & never gets processed and Fal se is returned to the function
for the whole statement. In Perl, the & can be thought of as a short-circuit
operator. If the first value is Fal se, the second value after the & doesn’t mat-
ter, because the whole statement will evaluate to Fal se anyway. Thus, if the
first value is Fal se, Perl will “short-circuit” the statement and avoid evaluat-
ing the second part, because it will make no difference to the outcome.

# Met hGet
# Return true if this cgi call was
# using the CET request, false otherw se

sub MethGet {
return (defined $ENV{' REQUEST METHOD } && $ENV{' REQUEST METHOD } eq
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"GET);
)

# Met hPost
# Return true if this cgi call was
# using the PCST request, false otherw se

sub Met hPost {

return (defined $ENV{' REQUEST METHOD } && $ENV{' REQUEST METHCD } eq
"pPCsT") ;
}

MyBaseUrl Subroutine

MBaseW | returns the URL that the browser used to call the script minus
any command-line options such as PATH | NFO and QUERY_| NFO variables.
The Perl warning generator is turned off during the calculation.

# M/Baselr |
# Returns the base URL to the script
# (i.e., no extra path or query string)
sub MyBaselr| {
I ocal ($ret, $perlwarn);
$perlwarn = $*"W $""W= 0;
$ret = "http://" . $ENV{' SERVER NAME } .
(SENV{' SERVER PCRT'} = 80 ? ":$ENV{' SERVER PCRT" }" : '") .
$ENV{' SCR PT_NAME };
$ W= S$perl warn;
return $ret;

MyFullUrl Subroutine

MFul | rl returns the same thing as M/Baselr| except that it also returns
the extra path information or query information if available. It also turns
off Perl warnings for the duration of the calculation.

# MFull Ul
# Returns the full URL to the script
# (i.e., with extra path or query string)
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sub MFull Ul {

local ($ret, $perlwarn);

$perlwarn = $*"W $'W= 0;

$ret = "http://*" . SENV{' SERVER NAMVE } .
($ENV{' SERVER PCRT'} != 80 ? ":$ENV{' SERVER PCRT'}" : '') .
$ENV{' SCR PT_NAME } . $ENV{' PATH INFO} .
(length ($ENV{' QUEERY_ STRNG}) ? "?$ENV{' QERY STRNG}" : '');

$ W= $per | warn;

return $ret;

}

My URL Subroutine

It is recommended that you not use MVURL in your programs, because it is
now superseded by the preceding two routines. You will notice that the
MR function simply calls M/Baselr | .

# MURL
# Returns the base URL to the script
# (i.e., no extra path or query string)
# This is obsolete and will be
# renoved in |ater versions
sub MURL {
return &WBaselr| ;
}

CgiError Subroutine

Qui Error takes a list of error messages and prints a buffer of HTML code
that would display the messages one after the other. If no message is
given, an error message indicates that a problem occurred in the full
URL. If $header _out is 0, then the “Content-type: text/htmI\n\n” header is
printed. The first message in the list is printed as the title and header of
the HTML code. All subsequent messages are printed as a list of mes-
sages below the header of the HTML code.

# Qgi Error

# Prints out an error message which
# contai ns appropriate headers,

# markup, et cetera.
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Par anet er s:

If no paraneters, gives a generic error nessage
Ctherwi se, the first parameter will be the
title and the rest will be given as different
par agr aphs of the body

sub Qgi Error {

local (@sg) = @;

| ocal ($i, $nane);

if ('@sg) {
$nane = &WFul I Url;
@sg = ("Error: script $name encountered fatal error\n");

h

if (!$cgi _|ib' headerout) { #')
print &PrintHeader;
print "<htm >\ n<head>\n<titl| e>$nsg[ 0] </ tit| e>\ n</ head>\ n<body>\ n";

}

print "<hl>$nsg[ 0] </ h1>\n";

foreach $i (1 .. $#nsg) {
print "<p>$nsg[$i]</p>\n";

}

$cgi _|i b’ header out ++;
}
CgiDie Subroutine

Qgi D e calls Ggi Error and then calls the Perl D E routine so that the error
can be printed to STDERR and the program exits.

# CQgiD e
# ldentical to QgiError, but also
# quits with the passed error nessage.

sub CgiD e {
local (@sg) = @;
&gi Error (@s0Q);
die @sg;

}

81



Chapter 5: Using CGI-LIB.PL

PrintVariables Subroutine

The PrintVariabl es subroutine takes an associative array and returns a
bufter of nicely formatted HTML output. An interesting technique for pass-
ing parameters is used here. Normally, @ is the array or list of parameters.
When @ is referred to in a numerical expression, its length is returned. If
the length of the parameters is 1, we assume that a reference to the associa-
tive array was passed. If the length is greater than 1, we assume that the asso-
ciative array was passed by value. Notice that the values are set differently in
the following code for in if it is passed by reference or by value. Except for
that, the program uses the standard Perl FCREACH statement to walk through
the keys of the associative array and parse the value for each key.

Print Vari abl es
N cely fornats variables. Three calling options:
A non-null associative array - prints the
itens in that array
A type-glob - prints the itens in the
associ at ed assoc array
nothing - defaults to use %n
Typi cal use: &PrintVariabl es()

HHEHHFHHFHRHHE

sub PrintVariables {
local (*in) =@ if @ == 1,
local (%n) =@ if @ > 1;
| ocal ($out, $key, Soutput);

$out put = "\n<dl conpact>\n";
foreach $key (sort keys(%n)) {
foreach (split("\0", $in{$key})) {
($out = $ ) =~ s/\n/<br>\n/g;
$out put .= "<dt><b>$key</b>\n <dd>: <i >$out </i >: <br >\ n";
}
}
$output .= "</dl>\n";

return $out put;

PrintEnv Subroutine

PrintEnv calls the PrintVariabl es routine and passes the environment
associative array by reference.
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# PrintEnv
# Ncely formats all environment
# variables and returns HTM. string
sub PrintEnv {
&PrintVariabl es(*ENV) ;
}

End of the Main Script

The following code block sets a couple of variables equal to themselves in
order to avoid a warning message about not using the variables. We know
that these variables are used in the preceding subroutines, so we do not
want a warning message to print if we run the program with the warn
parameter turned on. Finally, as with all libraries, the last line is 1; in
order to return a TRUE value to the REQU RE subroutine.

# The following |ines exist

# only to avoi d warni ng nessages

$cgi _lib'witefiles = $cgi _|ib witefiles;
$cgi _|ib' bufsize $cgi _|ib' bufsize ;
$cgi _|ib' maxbound $cgi _|i b' maxbound;
$cgi _lib' version $cgi _li b’ version;

1, #return true
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